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Coq 
Coq is an interactive proof assistant:  one can formalize, and 
have the computer check, arbitrary mathematics. It is also a 
programming language, with a very expressive type system. 

Starting with operations on bits and words, we build a Coq 
model of a subset of the x86 ISA, including decoding and 
execution. 

On top of that, we define languages and compilers, such as a 
macro-assembler. These execute within Coq and the resulting 
binaries boot on real hardware. 

We also define custom specification languages and program 
logics in Coq; here a form of Hoare logic for heap data and 
code pointers. The meaning and correctness of the logics are 
formally proved right down to the machine model. 

The correctness of particular programs can then be proved 
within Coq. This yields end-to-end correctness with the very 
highest level of assurance. 
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